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Our SMG series analog gateway products provide a plenty of methods for debugging, which includes Packet Capture, Date Recording, Call Log Review and Core File Generation.
Chapter 1  Packet Capture
1.1 Local Capture
The analog gateway captures signaling messages locally through WEB, which includes SIP packets, RTP packets and Syslog packets. See below for details.
· Simultaneous Capture of SIP, Syslog and RTP Packets
To capture SIP, Syslog and RTP packets at the same time, select the SIP&Syslog mode for the item Signaling Packet Capture, and meanwhile select RTP Port Range for the item RTP Packet Capture, on the Signaling Capture interface. The subsequent procedures are the same as SIP capture.
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Note: The RTP port range set above should be the same as that set on the interface below.
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Once the capture starts, the following prompt will appear.
[image: image4.png]Start dats capture!
The maximun copture data is 108 packets!





Follow the figure below to stop the capture.
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Select Save File to save the captured packet to the specified directory.
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The complete capture of SIP, RTP and Syslog information finishes. The compressed package includes the following files. 
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· SIP Capture
Go to the Signaling Capture interface and select the SIP mode for the item Signaling Packet Capture.
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Once the capture starts, the following prompt will appear.
[image: image9.png]Start dats capture!
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Follow the figure below to stop the capture.
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Select Save File to save the captured packet to the specified directory.
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The SIP capture finishes.
· RTP Capture
Go to the Signaling Capture interface and select RTP Port Range or Analog Port depending on your requirement for the item Signaling Packet Capture.
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Once the capture starts, the following prompt will appear.
[image: image13.png]Start dats capture!
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Follow the figure below to stop the capture.
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Select Save File to save the captured packet to the specified directory.
[image: image15.png]Opening pcap. tar- gz

You have chosen to open

B roor- tar. ez
which is: HinRiR
from: http://192.168.10192

¥hat should Firafox do with thiz £ile?
O Dpen with Wbk (fefeult) v
@ Save Fils





The RTP capture finishes.
· Syslog Capture
Go to the Signaling Capture interface and select the Syslog mode for the item Signaling Packet Capture.
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Once the capture starts, the following prompt will appear.
[image: image17.png]Start dats capture!
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Follow the figure below to stop the capture.
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Select Save File to save the captured packet to the specified directory.
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The Syslog capture finishes.
· Simultaneous Capture of SIP and Syslog Packets
To capture SIP and Syslog packets at the same time, just select the SIP&Syslog mode for the item Signaling Packet Capture on the Signaling Capture interface. The subsequent procedures are the same as SIP capture.
[image: image20.png][l operation mnfo
E%J quick config
= vop

483 Advanced

@ Port

O Route

[F] tum Maniputate

systam oot

Management
Network

Upgrade

CallLog
Change Password
Backup & Upload

«

«

«

«

«

«

»

SovainaPaceaiCapiia orocreco B r— —

RTP Packet Capture

RecordingLengn[ 0| Haximum 3005) - -

Please select an analog portfor recording





1.2 Remote Capture
· SIP
Run wireshark on your computer and select the remote network interfaces for signaling capture. Follow the steps below.
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As shown below, there are 4 network interfaces eth0, eth1, eth2 and lo. The former two are external interfaces of the gateway while the latter two are internal. 
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Select the network interfaces for capture.
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See below for the captured signaling packets.
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You can choose to save the captured and filtered packets.
[image: image28.png]M Opcap Wireshark 1121 (v1.121-0-g01b65bf from master-1.12)]

Fle Edt View Go Capture Analyze Statistics

B open. cuo
Open Recent »
Merge.

Import from Hex Dump...
Ctrew
ctrss
Shift+Ctrl+S
»
Export Specfied Packets.
Export Packet Dissections >
Export Selected Packet Bytes... CtrisH
Export PDUs to Fie.
Export SSL Sesson Keys...
Export Objects »

& . crap

4 qut crig

0000 50 e5 49 db c6 89 00 00 e0 10 11

0010 00 Se 00 00 40 00 40 11 34 48 <O

0020 0Oa 36 c2 70 02 02 00 4a be cf 3c

0030 76 20 33 30 20 31 33 3a 33 34 3a

0040 47 4d 6f 6e 69 74 6f 72 5b 38 36

0050 65 74 20 64 61 74 61 20 66 72 6f

0060 2¢ 30 2e 30 2e 31 3a 31 30 30 31

Telephony Took Intemals Help

DT L

B aaao

Expression... Clear App|

Destination

Protocol

108 bytes captured (864 bits)
17€), Dst:

Giga-syt_db:

.168.10.192 (192.168.10.192), Dst: 1
76 (49776), Dst Port: syslog (514)
34:54 SvaHonitor [860]: get data from

7c
a8
i
35
30
6d
0a

08
0a
34
34
5d
20

00

a5

00

0 c0 a8
3e 4e 6

20

53

ad

3a 20 67

En

2

37

Pl .
TAEdl WLl
6.p...) L. <diSNe
V30713t 34is4 sw
Gvonitor [8601: g
et data from 127
T0.0.1:1 o1,





Fill in the file name and set to save the displayed information only.
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· Syslog
Go to the Management interface and enable the Syslog feature. Fill in the server address and the Syslog level.
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Run a network traffic capture tool (like wireshark) on the computer which has the server address filled in above to capture the Syslog information. Follow the steps below.
Select the network interfaces for capture.
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Filter Syslog from the captured packets.
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Save the filtered Syslog information to a file.
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Fill in the file name and set to save the displayed information only.
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Chapter 2  Data Recording
In case there appear some problems in voice, data recording can provide a reliable evidence for analysis. See below to find how to record.
Go in the Signaling Capture interface, select the recording port and fill in the recording length. Then click the Start button to start recording.
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Once the recording starts, the following prompt will appear.
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Click Stop to stop recording whenever you want.
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Note: The recording length shown above means the maximum time length of voice data in the voice file. If the recording time exceeds 60s, the old recording data will be overlaid. Only when you click the Stop button will the recording stop.
Download the recorded voice data to your local PC.
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The compressed package includes a bin file.
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To parse this bin file, you need to download a tool from the gateway.
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Find the txt file readme in the following compressed package. Follow what it says to parse the bin file.
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Then a corresponding voice file will be generated.
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Chapter 3  Call Log
You can observe the calls on internal channels of the gateway and the corresponding route logic clearly via call logs which offer the reliable evidence for system debugging. See below for how to check call logs.
Go the Call Log interface and enable the call log feature.
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Call Log includes the log of the calls from IP channels and the log of the calls from an analog port. The former displays the information of calls on all IP channels while the latter only displays the information of calls on a selected analog port. When the issue of call disconnection occurs in debugging, you can locate it quickly by checking the call log.
SIP Log displays the content of all SIP messages.
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Select the option Save File and click OK as shown below to download the call and SIP logs to your local computer for an easy check.
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In this compressed package, the file named call_log records call logs while the file named siplog.log records SIP logs.
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Chapter 4  dump File
When an accidental restart of the gateway occurs, the system will generate a dump file automatically. Then you can download and analyze the dump file to find out the cause of this restart. See below for how to acquire the dump file.
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When you select the option Generate a Dump File, the service or system restart will need an extra 1 minute compared with the case unselecting this option.
To download the generated dump file, select the option Save File and then click OK, as shown below.
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